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system issuperior
to older methods

of authentication,
and worth the

iInvestment

Fra suremost people reading this article have entered a data centre at'some
pointin time. And 1 am quite certain that a lol of you have heard of ‘Aad-
har, the Indian government’s initiative, for a unigue ID programine for
all eitizens. What's common among all of thesmn is security, which has been

deployed and strengthened by the use of biometric systems!

UNIQUE AND INDIVIDUAL...

“Biometrics'is derived from the Greek words ‘bio’ and ‘metrics’ and a literal
translation of it is “lifc measurement’. It is conecrned with identifving 2
person based on his unigue physiological characteristies. It does not rely
on something you have (c.g-2 eredit ¢ard which has the potential of being
stolen), or somcthing you know (c.g- 2 PIN number which again can be
stolen), bul something vou are (c.g. vour fingerprint which is impossiblc
to replicate / forge).

It is believed that each human being has a distinet fngerprint.
Understanding the value of this fact ecarly is perhaps what led to the
mnvention of the fingerprint reader — the most common and cheapest
biometric system available in the market today: Fingerprint recognition
is perhaps the most mature of all biomelric systems even today. Other

biometric systems available today are palin scanners, hand geomecetry
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readers, refina scanners, iris scanners, voice
print, facial scan readers, hand topography
readers, among others.

WHY IT IS SUCH A BIG DEAL...
Four main reasons can be cited, as to why bio-
metrics is superior to older methods of authenti-
cation. Firstly, the possibility of two individuals
sharing the same biometrie characteristic is vir-
tually not possible (i.c. it is uniquc). Sccondly, a
biometric property cannot be shared or dupli-
cated. Thirdly, biomeiric systems are hard to
forge, and finally, the biometric property of an
individual cannot be lost (cxeeptin extreme rare
cases, for example m case of a serious accident).

In businesses, biometric

systems may

nol enftircly rcplace older technology, butd
work in conjunciion with the older systems.
sector, biomeceiries is

In the governmont

deployed for applications such as national
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security, homeland sceurity,
border control, enterprise and
e-government services, and
identity management initiatives,
such as “‘Aadhar’, amongst
others. OF course, government
deployment of biometric systems
for applications such as ‘smart
passports’ arc some of the other
advancements we might see in the
very near future.

In the private sector, biomecelrics
is being uscd in data centres,
warchouscs, fop mnightclubs,
aceess control systems in office
buildings, ecte. In warchouses
and factorics, deployment of a
biometric system will eliminate
the biggest manpower problem

which affects productivily
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— ‘buddy punching’. Workers won't be able to
inappropriatcly enter time and labour data for cach
other, or replicate their colleague’s fingerprints or
retina and iris records, the way they could use a
colleague’s punching card to mark falscattendance.
In faet, many smaller organisationsin India today,
are deploying biometrie systems for sccurity,
and also for attendanec systems, which in turn is
linked to their payroll system. Biometric products
definitely provide an advantage over traditional
aceess control methods. They cnsure that the
authorised useris present, in order foraceess to take
place. The possibility of theft, as may very well be
the case with passwords, PIN, aceess control cards,
cte., is eliminated. The deployment of multimodal
biometric systems is not uncommon today. This
provides more-than-average accuracy and an added
layer of security, because two different biometric
systems areused, instead of one.

CHALLENGES
Biomelrie systems are not completely hassle free,
and like all other technologies, come with their share
ofproblems. Also, the data read from biometric read-
crs/scanners is as confidential/secured as the secu-
rity extended to profect the servers on which this
data is stored, froin physical or logical compromise.
How do you determine if your organisation does
necd a biometric solufion and how will you justify
the Return on Investiment (ROT), for if2 Ifvourneeds
and problems aren’t iden{ified, justifving the ROT for
deployiment of a biomelric system is not casy.

SOLUTIONS

Whether vou are a2 governmenl body or a private
business concern, the first step is to identify your
needs. Then, the trick is tonot fall for a vendor’s mar-
keting spicl. Ensure that you cheek the vendor’s ref-
eronce with their customers, to make sure they are
satisfied. Also, if you've identified that vou do need
a biomelric system, identily which one will address
vour needs/ problems the best - it's not the case of
onc system fits all. A study will have to be condueted
of the pros and cons of various biometric systems
available, taking into consideration the cost factor
involved. Also, if you're planning to marry the bio-
meftric system with another application, such as pay-
roll being directly linked to the fingerprint reader,
ensure that the hardware and software supports
bothapplications.

Each biomelric system has its own merits
and problems, both in terms of technology and
deployment (for aceeptanee by the users). But it still
is far superior o older methods of authentication,
and henee worth investing in.

BIOMETRICS
ON YOUR
PHONE

New technology
developed by
scientists at the
University of
Manchester in the
UK would allow for
mobile phones
with front-facing
cameras o '
utilize facial
recognition
in lieu of
traditional
PINs,
passwords
or patterns for
unlocking access

to the phone or
other protected
applications and
data contained

on it, according

to a Wired article.
Eventually, it will be
able to tell who
the user is, where
they are looking
and even how

they are feeling.
Face verification

is already used in
laptops, webcams
and the Xbox 360
Kinect but this is
the first time the
technology is being
used with such
sophistication in
‘mobile devices such
as smartphones.
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